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In the wake of the GDPR’s recent enactment and increased cyber security regulations on the international
stage, California has passed legislation that offers consumers more legal avenues to bring claims against
companies utilizing their personal data. The California Consumer Privacy Act (CCPA) passed into law on June
28, 2018, and will take effect in 2020. Prior to CCPA’s passage, most data protection laws in the United States
have done little to limit what businesses can do with consumer information, which makes the California privacy
measure one of the most comprehensive in the United States. It is expected that other states will follow
California’s lead in instituting increasingly tougher privacy laws.
INCREASING LIABILITY FOR COMPANIES
The CCPA will apply to any company that does business with customers in California and either (1) has more than $25
million in annual gross revenue; (2) buys, receives, sells, or shares for commercial purposes the personal information of
50,000 or more consumers, households, or devices; or (3) derives 50 percent or more of their revenue from the sale of
consumers’ personal information.
Under the CCPA, the State’s Attorney General is granted more authority to fine businesses that do not adhere to the
new regulations. Most significantly, the CCPA provides a framework for consumers to bring private actions for data
breaches absent a showing of particularized and concrete consumer harm. This lower threshold for standing is expected
to result in a wave of consumer litigation and class actions.
The resulting losses from violations of the CCPA may be significant. Businesses will be given 30 days to address and fix a
violation before being fined. After the 30 day period, the State Attorney General can bring suit against a business for
$2,500 per violation and up to $7,500 per intentional violation of privacy, while consumers may be able to sue for up to
$750 for each violation. With fines being applied per consumer, per incident, non-compliant businesses need to prepare
for a potential flood of consumer-driven litigation, class actions, and pile-up of fines.
EXPANDING THE DEFINITION AND PROTECTION OF “PERSONAL INFORMATION”

The CCPA exclusively protects California consumers and gives them the right to know what information businesses are
collecting about them, why they are collecting the data, and with whom they are sharing their data. Consumers will have
the right to tell businesses to delete their information and to not sell or share their data. As for the businesses utilizing
personal data, the CCPA will require them to give consumers who exercise these rights the same quality of service –
meaning businesses cannot deny goods or services or charge different prices or rates. The CCPA will also require
businesses to obtain permission before selling any information of children under the age of 16. Moreover, the definition
applied to personal information in the CCPA is broader than most (if not all) statutory definitions and includes, for
example, biometric data, internet activity, and consumer profiles.
●●●●●●●●
It is important to discuss with your insurance broker the details of the CCPA and how your cyber policy may respond.
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